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Internet of Things and Digital Twin
applications in the health sector

Presentation summary

The Internet of Things (ioT) is an enabler of ‘smarter’ environments
in multiple sectors. Together with Digital Twin (DTw) technologies, it
is demonstrating an evolving potential to not only optimise existing
services but also create new one.

The purpose of this presentation is to provide an introductory
overview of the applications of these concepts and technologies in
the health sector.
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BioDigital Convergence

convergence of engineering,
nanotechnology, biotechnology,
information technology and cognitive
science

Note 1 to entry: convergence means the creative union of sciences, technologies, engineering and
peoples, focused on mutual benefit; this is a process requiring increasing integration across
traditionally separate disciplines, areas of relevance, and across multiple levels of abstraction and
organization.

[SOURCE: Modified from: M. C. Roco, W. S. Bainbridge, B. Tonn, and G. Whitesides, Eds., Convergence of Knowledge, Technology and Society: Beyond Convergence of
Nano-Bio-Info-Cognitive Technologies. Cham: Springer International Publishing, 2013. doi: 10.1007/978-3-319-02204-8.]
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Cogno

BioDigital Convergence -

a ~20 years old concept!

Info

[1] Roco, Mihail & Bainbridge, William (2003). Converging Technologies for Improving Human
Performance.

In the context of BioDigital
convergence,

‘The phrase “convergent
technologies” refers to the synergistic
combination of four major
“‘NBIC”(Nano-Bio-Info-Cogno)
provinces of science and technology,
each of which is currently progressing
at a rapid rate: (a) nanoscience and
nanotechnology; (b) biotechnology
and biomedicine, including genetic
engineering; (c) information
technology, including advanced
computing and communications; and,
(d) cognitive science, including
cognitive neuroscience.’ [1]

https://www.researchgate.net/publication/252444145 Converging Technologies for Improving Human Per

formance JTC 1 World Standards Day 2023 - F. Coallier

Alsoin DOI : 10.1007/978-94-017-0359-8
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IT has changed a lot in the last 20 years

Moore's Law: The number of transistors
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Nanotechnologies Zoom in:
decomposing

WG2 ISO/TC 229
STANDS4PM . .
GA4GH Epigenomics Exposomics
CIE Proteomics
Metagenomics Biomimetics

WG2 WG3

ISO/TC 266

Biosensors
IEEE
I[EC/TC 91?2

Bio-data
science

Genomics
ISO/TC 215

Synthetic biology

CRISPR-CAS-9 JTC 1/SC 38

JTC 1/SC 41
JTC 1/SC 42

Metalonomics

Biotechnologies Bioinformatics

Biol Transcriptomics ISO/TC 276 ISO/TC 215 Computational nf . :
iolo I ISO/TC 276 - nrformatics =
ad BioDigital biology :
, L Metabolic C IEC/SC 62B :
Microbiomics | engineering onvergence | | :
WG2 Sterm calls ISO/TC 299 Bioanalytics JTC 1 g
Genetic Bioelectronics . ;ﬁ
endineerin engineering Cybernetics BMI e s
Bioethics 9 g |[EC/TC 91?
Biomechanical IEC/TC 119? N ti
WG7 ISO CASCO ISONG 194 engineering eurobotics ICT JTC 1

Bionics

BIO-MEMS

UNESCO
IEEE P2049.4

Systems rc 1sc 7
engineering
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Zoom out:

Human applications _
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Environmental
Engineering

Geoengineering

Smart
Cities

Cellular
agriculture

Smart Farming

Molecular
farming

IEC, 2023, BioDigital Convergence Standardization Opportunities
- Final report of the IEC Systems Evaluation Group 12 -
BioDigital Convergence, in press. [Internet]. International
Electrotechnical Commission; 2023. Available from:
https://www.iec.ch/basecamp



www.comsoc.org/blog

JTC 1 World Standards Day 2023 - F. Coallier



¥¢60¢ O31/0SI

11

ISO/IEC Definition of loT

3.2.8
Internet of Things
loT

infrastructure of interconnected entities,
people systems and information resources
together with services which processes and
reacts to information from the physical and
virtual world

JTC 1 World Standards Day 2023 - F. Coallier
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The Internet of Things (loT)

 The loT is a system concept that use many technologies
that are standardized by other JTC 1 entities and SDOs
ranging from networking and digital twin to cloud
computing, big data, and Al.

* |oT systems are software and data intensive as well as
network-centric. They can be quite complex, ranging
from simple architecture to multi-tier distributed
computing cyberphysical systems.

* |oT systems are key enablers of ‘Smart Everything’

JTC 1 World Standards Day 2023 - F. Coallier 5



A Distributed and Network centric ===
System or System of Systems
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+ Biosensors

sensor (3.3.29) that
uses specific
biochemical reactions
mediated by isolated
enzymes,
immunosystems,
tissues, organelles or
whole cells to detect
chemical compounds
usually by electrical,
thermal or optical
signals

[SOURCE: Modified
from IUPAC GoldBook
(DOL:

10.1351/goldbook.B006

63)]

[SOURCE IEC/SEG 12
Biodigital convergence -

vocabulary Draft 1.1,
3.2.24]

@)  Position / Presence / Proximity

g . Machine Vision / Optical
| @ \ Ambient Light

Acceleratiaon £ Tilt

+ Quantum
sensors

Mation / Velocity / Displacement

T

Temperature

Electric / Magnetic

D

Humidity / Moisture

C

Leaks / Levels

S10SUDS

Acoustic / Sound / Vibration

&
-

L

Force / Load / Torque

: Chemical f Gas
Strain ¢/ Pressure

hefg]
(X[

JTC 1 World Standards Day 2023 - F. Coallier

FIN METION TP HMCLOTY ST AR



66£00°610T WAY}/685E 0T

110p "66E:L “Wway) "Ju0.L] “SULIONUOIA Y}EOH UBWINE I0J SIOSUSS

[MJ/66€00°6T0C W] /68TC 0T /So[oN IR /310 UISIONUOI MMM/ /TSANT
paseg-ouaydern (610g) T ung pue H Ig ‘S Uep\ ‘H UBM ‘N DM ‘S NS ‘H Sueny

15

Graphene-based Sensors in Health Monitoring

Invasive Applications

Nervous System

 ECoG —

* Nerual stimulation £

Cardiovascular System ':.- h‘ s '_ -'

* ECG ’

* Blood glucose \ ( 1.|

Digestive System

e Gastrointestinal diagnosis ——

Locomotor System
* EMG N

» Muscle stimulation —

Non-invasive Applications

Biophysical Environmental
Electrophysiological
*EEG e Light
*EOG * Gases
s EFCG « Heavy Metal
« EMG
Kinematic Bio-chemical
* Pulse/heart rates * \olatile gases
* Respiration * Electrolyte
* Phonation ¢ Metabolite
» Facial expressions  * Bacteria
» Blood pressure » Drug
+ Joints movements * Dopamine
» Gesture « Tumor markers

* Muscle movements  *® Others

Thermometer

* Body temperature

1sofyfa]lEC

Emaman

S10SUDS



3.3.1

virtual sensor

inferential sensor

logical sensor

soft sensor

software component that uses information available from other measurements and
parameters to calculate an estimate of the quantity of interest

Note 1 to entry: Virtual sensors can infers the state of an object without direct access to a
specific physical sensor .

L
(0
—
0
o
1
n

Note 2 to entry: Virtual sensors are capable of capturing context data from software
applications or services.

[SOURCE: Modified from https://en.wikipedia.org/wiki/Virtual _sensing, https://www.bluefruit.co.uk/quality/virtual-sensors-for-digital-twins/ and
https://www.igi-global.com/dictionary/virtual-sensor/34977 - accessed on 2022-06-21]

IEC SEG 12 Bio-digital Convergence - Vocabulary

16 JTC 1 World Standards Day 2023 - F. Coallier



From Is “Implantables” a subset of “Wearables”? china Contribution, Dr. Weijun Hong, WSN, Beijing, China

(SC41 NO64, 2017-05) '
Wearables (Phases 1 & 2) Implantables (Phase 4)

Position, movement,
Information type temperate, heart beat rate,

15of {4 ]IEC

Biological data: Humoral
component, blood sugar...

pulse...
Shape Watch type, bracelet type, Super small, super thin, flexibility,
clothes... conformal to human body
Power Supply Battery-assisted Battery-less (frequently)
Power recharge Wired recharge Energy harvesting
Communication type E-FI' BLE JEBES B, 25, Backscattering Communication
Data Rate X Mbps Tens of Kbps
Networking Various type Only peer-to-pear
Work type Continuously working Activated by triggering signals
Privacy Medium High
Security Medium Very High

17 JTC 1 World Standards Day 2023 - F. Coallier
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loT systems are data driven

Human Data
4.4ZB-444 1B

10X Faster growth
than traditional

business data

sensor Data
0.9ZB- 44.4 ZB

20X Faster growth
than traditional

business data

Business Data

Source: Inside big data

18 JTC 1 World Standards Day 2023 - F. Coallier
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loT systems are data driven...

GIGO

JTC 1 World Standards Day 2023 - F. Coallier
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GIGO = Garbage In Garbage Out
IN

=686

https://thestratizen.co.ke/?p

See also
https

20 J1C 1 World Standards Day 2023 - +. Coallier
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Pérez-Castillo, Ricardo et al. “Data Quality Best
Practices in loT Environments.” 2018 11th
International Conference on the Quality of

21

Information and Communications Technology

(QUATIC)(2018): 272-275.

ENVIRONMENTS (ADAPIED FROM | 1Y]). iSolype]lEC
Error Description Example |
Constant or | The observations continuously deviate from the -
offset error | expected value by a constant offset. P
M

Continuous | The deviation between the observations and the ||

varying or expected wvalue is continuously changing f:{,ﬂ’f

drifting error |according to some continuous time-dependent |
function (linear or non-linear).

Crash or The sensor stops providing any readings on its

jammed interface or gets jammed and stuck in some e

error incorrect value. -

S,

Trimming Data is correct for values within some interval,

error but are modified for values outside the interval. || /™ |
Beyond the interval, the data can be trimmed or e
may vary proportionally.

Qutliers The observations occasionally deviate from the

error expected value, at random points in the time|| ,
domain. -1 :

Noise error | The observations deviate from the expected
value stochastically in the value domain and
permanently in the temporal domain.




https://medium.com/hashmapinc/discovering-
the-keys-to-solving-for-data-quality-analysis-in-s

22

treaming-time-series-datasets-8d8780fa7echb

KEY CHALLENGES WITH l1EC
TIME SERIES DATA QUALITY o

1.**} VALIDITY 3""'3 COMPLETENESS
—  Out of Range —  Empty fields
—  Impossibly Quick Changes —  Missing metadata which is central to the
—  Interpolation method mismatched to analysis of the data such as unit of
the measurement acquisition device measure, state of the associated system

— Inaccurate timestamp order —  Mlissing "foreign keys”

—  Unsynchronized clocks —  Missing provenance

—  Delayed signals —  Has this data been interpolated
—  Divergence despite high correlation — |5 this a derived measurement, if

ves, what is the source(s)

VOO VO PO PO YO YO YOO

PRECISION Vo

TIMELINESS o

—  Sampling inconstant —  Latency mismatched to
with the Nyquist rate the actual time during
—  Ower precision based on which a process or
the sensor acquiring the event occurs

measurement
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‘Technologies’ found in loT systems

e |oT architectures (JTC 1/SC 41)

® Sensors, actuators, tags (IEC/TC 72, JTC 1/SC 31,..)

e Networks... (JTC 1/SC 6, IEC/SyC COMM, ITU-T,..)

e Cloud computing (JTC 1/SC 38)

® Big Data (JTC 1/SC 42)

e Al (JTC 1/5C42)

e Digital Twin (JTC 1/SC 41)

® Trustworthiness and Cybersecurity (JTC 1/WG13 & JTC 1/SC 27)
e Data governance (JTC 1/SC 40)

e Data management (JTC 1/SC 32, ISO/TC 184)

e Software and Systems Engineering (JTC 1/SC7)
°....

JTC 1 World Standards Day 2023 - F. Coallier
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Hype Cycle for the Internet of Things, 2020
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ke T-Enabled Applications L~ loT Sendices
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loT Security
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What does loT bring?

Among many things:
The ability for an entity (human or
machine) to make a decision using

‘real-time’ and historical data
(patterns,..) and act on it.

JTC 1 World Standards Day 2023 - F. Coallier
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.m: JIEC

* |oT systems include data processing
and analytical applications.

* Some systems incorporate also
Digital Twin technology.

JTC 1 World Standards Day 2023 - F. Coallier



loT systems are key enablers of ‘Smart Everything’ﬁm“

SMART
EVERY THING
EVERYWHERE
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What you can do with IoT in the healthcare industry

Remote patient
monitoring

Improved drug
management

29

¢J =0

Telehealth Assisted living
“ 2
@ W)
Hand hygiene Chronic disease
compliance management

JTC 1 World Standards Day 2023 - F. Coallier

Hospital asset
management

Behavior modification

http://www.softwebiot.com/iot-use-cases/how-iot-solutions-can-change-he

althcare-organization/
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Prosanta Gope, Tzonelih Hwang, BSN-Care: A Secure loT-Based
Modern Healthcare System Using Body Sensor Network, IEEE
SENSORS JOURNAL, VOL. 16, NO. 5, MARCH 1, 2016,
https://www.semanticscholar.org/paper/BSN-Care-A-Secure-loT-Bas
ed-Modern-Healthcare-Syst-Gope-Hwang/415aed0291fa7c9a04879
2805a1ba1fe8438f984

JTC 1 World Standards Day 2023 - F. Coallier
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Smart healt!hcare

31

- Heart Rate and
d Respiratory Rato
- “'l..

http://www.innovativeeideas.com/2017/02/secured-smart-healthcare-monitoring.html

JTC 1 World Standards Day 2023 - F. Coallier
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ACTUATORS

https://parasam.me/2016/05/19/iot-internet-of-thi
ngs-a-short-series-of-observations-pt-2-sensors-
actuators-infrastructure/

32
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Wireless Implantable Medical Devices

=

Deep Brain | s Cochlear Implants

Neurostimulators

o

Cardiac Defibrillators/

B Pacemakers

Gastric
Stimulators

Insulin Pumps
%,

Foot Drop ‘Q
Implants '

http://www.infiniteinformationtechnology.com/internet-
things-medical-device-industry

33 JTC 1 World Standards Day 2023 - F. Coallier
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events, processes and devices and make

.m: 1

Convergence IT / OT

rg

IT/OT convergence is the integration of
Information technology (1) systems used for
data-centric computing with operational
technology (O1) systems used to monitor

adjustments in enterprise and industrial
operations.

https://searchitoperations.techtarget.com/definition/IT-OT-conve

JTC 1 World Standards Day 2023 - F. Coallier



16T AMALY TICS Insights thot empower you fo understond koT morkets

. NOTE: Dates are when those mainly
The evolution of IT-OT convergence evolving technologies were introduced.

1970s ) 1980/90s )  2000s ) 20105 ) m
5-layer architecture Different modules with

seamless integration

Information Mainframe
technology (IT) ERP Internet, ERP =
modules, MES,
ISO/IEC JTC 1 etc. MES
imﬂ
Fieldbus protocols, ' N
TCP/IP
Remote |/O
3 PLE
Industrial  'F¢/TC65 Logical Controller
Robotics
Automation (OT) Direct digital Hardware

Internet of Things
Building Blocks

ERP = Enterpeisd Resowrce Marning MES = Masulacturing Exeoution Syitam SCADW = Sepersdsory Control and Data ACqulsition PLE = Programeabee Lot Controller W= ngul Oumput signeks
Sousce: loT Analytics

36 JTC 1 World Standards Day 2023 - F. Coallier

https://iot-analytics.com/5-industrial-connectivity-trends-drivin

Modified from:

http://www.forbes.com/sites/louiscolumbus/2016/12/03/industrial-analytics-based-on-intern

et-of-things-will-revolutionize-manufacturing/#59fa85bc49ac



An Hospital is an industrial facility
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TR TRITE] Management F ",
System .~ S | e J
APATIENT NURSE SYSTEM P, P,
Comunicationsystam Public Addness
Mmt—mm&@ B Voo A prmmz
BAUDIOVISLAL
FDR OPERATING

| B BUILDING RELATED
- STSTEMS

. RIDS Controd CENTER
Imtrusion
\ Detection
g
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Access Indicator —_— T ETOTEM
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37 JTC 1 World Standards Day 2023 - F. Coallier

https://www.coolingindia.in/integrated-bms-for-healthcare-buil

ding/
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IOMT .IT.I:I

The Internet of Medical Things (loMT) is the network of
medical devices, hardware infrastructure, and software
applications used to connect healthcare information
technology.

Sometimes referred to as loT in healthcare, loMT allows
wireless and remote devices to securely communicate
to allow rapid and flexible analysis of medical data.

Modified from https://ordr.net/article/what-is-iomt/

JTC 1 World Standards Day 2023 - F. Coallier
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IoMT

JTC 1 World Standards Day 2023 - F. Coallier

Alsaeed, Norah, and Farrukh Nadeem. 2022. "Authentication in the
Internet of Medical Things: Taxonomy, Review, and Open Issues" Applied
Sciences 12, no. 15: 7487. https://doi.org/10.3390/app12157487
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Smarter Healthcare

Smart Sensors

= .1' 1
Fifed-aanr
Heart Rale Sevror

iy Analyrics)
-

dowr 1 ¢ 19LLIL.SeEE

Fripd E Ark e

Real-time Monitoring Data

SNAIL Project for loT Connectivity, Minkeun Ha, Jun 25, 2014, Auto - ID Labs,KAIST
https://www.slideshare.net/gatordkim/snail-project-for-iot-connectivity ?from_action=save

41 JTC 1 World Standards Day 2023 - F. Coallier




ital Twin

Real Machine

: . ashbajaj900/digital-twin-application-in-healthcare-69bf4c0f87e7
https://www.cadalyst.com/collaboration/digital-twin/road-and-bridge-digital-twins-action-four-case-studies-75827
https://www.sciencemag.org/news/2020/10/europe-building-digital-twin-earth-revolutionize-climate-forecasts
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ISO/IEC Definition of Digital Twin’

3.1.1

digital twin

DTw

digital representation(3.1.7) of a target entity(3.1.2) with data
connections that enable convergence between the physical and digital
states at an appropriate rate of synchronization

Note 1 to entry: Digital twin has some or all of the capabilities of connection,
iIntegration, analysis, simulation, visualization, optimization, collaboration, etc.

Note 2 to entry: Digital twin can provide an integrated view throughout the life
cycle of the target entity.
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Digital Twin - in brief

According to Gartner and Deloitte, a digital twin as a digital representation of a real-world entity or system. It
is an evolving digital profile of the historical and current behavior of a physical object or process.

The implementation of a digital twin is an encapsulated software object or model that mirrors a unique
physical object, process, organization, person or other abstraction. The digital twin is thus based on
massive, cumulative, real-time, real-world data measurements across an array of dimensions.

Data from multiple digital twins can be aggregated for a composite view across a number of real-world
entities, such as a ship, a bridge, a building, a factory, a supply-chain or a city.

Mirroring is done through synchronization using data streams. The data streams are generated by sensors,
but also transactions and other sources (virtual sensors).

Digital Twin (DT) is an enabler Smart Everything, being based on measurements that creates an evolving
profile of the entity or system in the digital world, it provides important insights on system performance,
leading to actions in the real world such as a change in system and process design, or optimizing business
performance.
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Digital Twin Technologies

Architecture technology
Knowledge technology Algorithm technology

Software and platform technology

Storage technology Internet technology

Collection technology interfaces technology

Transmission technology ommunication technology
Processing technology Interaction technology
Visualization technology Collaboration technology
Fusion technology Security technology
Sensing technology Modelling technology
Measurement technology Simulation technology

Material technology ) -
, Visualization technology
Dynamics technology
Process technology Model VVEA technology

Hydromechatronics Model evolution

Fig. 6. Framework of enabling technologies for digital twin.
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Digital Twin Modeling

Model

Basic
resources

Modeling processes and technologies

functions

Monitoring

Simulation

Prediction

Verification

N Y A
744

Physical
rmiodel

model Q?V

vy

/4

VVEA
verfication, validation &
accreditafion

Hardware resources

Data resources

Knowledge resources
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5 (data) Vs of Digital Twins

Volume: the volume of data aggregated in a digital twin varies
considerably depending on the mirrored physical entity, but quite a few
physical entities are bound to generate a significant amount of data;
Velocity: the shadowing of a physical entity again varies considerably
but here again can have a significant “change rate’;

Variety: a digital twin may aggregate different streams of data (like the
actual modelling of the entity —static-, the operation data —dynamic-,
the context data -static and dynamic-), and in addition it can harvest
data from other interacting or connected digital twins;

Veracity: internal and external functionalities can authenticate data
and ensure their veracity;

Value: digital twins are a way to create value in the digital
transformation.
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Environmental monitoring

from this p g
https://www.slides

https://www.digi.com/blog/post/what-is-environmental-monitoring
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Environmental monitoring
St-Dominique, Montreal Air Pollution: Real-time Air Quality Index (AQI) — R

ST-DOMIIOUE, Mooson, T DeuwmaosD, Clmaran, JarDoy BoTANIQUE, LOCATE THE {1 SEARCH FOR
MoxTREAL MonTrREAL MontrEAL bdosTREAL MoxtREAL NEAREST CITY VOH® CTTY L

St-Dominigque, Montreal AQT; S-Dominique, Montreal <
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http://www.worldscientificnews.com/wp-content/uploads/2019/06/\WWSN-1341-2019-1-5

Environment: Concept, Applications, Challenges, and Future Directions,WSN 134(1)

Elmustafa Sayed Ali Ahmed1, Mujtaba Elbagir Yousef,Internet of things in Smart
(2019) 1-51,

53

1-1.pdf

Environmental monitoring

Data -

anywhere,
any time

IP Data
Loggers

INTERNET OF
THINGS

wonitring, W NVIRONMENTAL oigia

Networks Water

Cloud-Based
Telementry
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Wastewater-based epidemiology
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Kang Mao, Hua Zhang, Yuwei Pan, Zhugen Yang,

Biosensors for wastewater-based epidemiology for monitoring public health, Water
Research,Volume 191, 2021, 116787, ISSN 0043-1354
https://doi.org/10.1016/j.watres.2020.116787.
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1EC, 2023, BioDigital Convergence Standardization Opportunities
- Final report of the IEC Systems Evaluation Group 12 -

BioDigital Convergence, in press. [Internet]. International
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Human Augmentation Technologies

Phase 1. Recovering, repairing the existing impaired human physiological functions. Most
assistive technologies in this phase, e.g., rehabilitation exoskeleton, focuses on
rehabilitation scenarios in hospitals and at home.

Phase 2. Replicating, substituting human functions and organs. Power augmentation
Exoskeletons (rehabilitation exoskeleton excluded) and artificial organs are common
examples at Phase 2. External devices that supplement the daily life living, e.g., smart
watches and VR glasses, are also considered as typical use cases.

Phase 3. Enhancing, outperforming human capabilities. Applications aiming at exceeding
human abilities are performed using emerging technologies from biomechanical
engineering to genetic engineering

Source: Preliminary findings of IEC SEG 12/WG4
Global Human Augmentation Market- By Region (2019-2027)

2019 2020 2021 2022 2023 2024 2025 2026 2027
H Morth America H Asia Pacific U Europe H South America & MEA

https://www.maximizemarketresearch.com/market-report/global-human-augmentation-market/66 366/

https://cmte.ieee.org/futuredirections/2018/08/09/transhumanism-evolving-the-huma
n-body-ii/
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Cyber Physical Systems

.rn: 1

system-of-systems

system

Cyber-Physical Systems (CPS)
comprise interacting digital, analog,
physical, and human components
engineered for function through
iIntegrated physics and logic. These
systems will provide the foundation of
our critical infrastructure, form the

device

human

basis of emerging and future smart

services, and improve our quality of

life in many areas.

https://www.nist.gov/el/cyber-physical-systems

ms
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Figure 1: CPS Conceptual Model
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Tiboni, Monica, Alberto Borboni, Fabien Vérité, Chiara Bregoli, and Cinzia Amici. 2022. "Sensors and Actuation Technologies in Exoskeletons: A Review"
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Brain Machine Interface (BMI) concept

Lachezar Bozhkov,Petia Georgieva,

https://www.researchgate.net/publication/335645290_Deep_Learning_in_Brain_Computer_Interfaces
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Application Technologies

SC 36 - Learning Technology

Cultural and Linguistic Adaptability and User
Interfaces

SC 02 - Coded Character Sets
SC 22/WG 20 — Internationalization
SC 35 - User Interfaces

Data Capture land Identification Systems

SC 17 - Cards and Personal Identification
SC 31 - Automatic Identification and Data Capture Techniques

Data Management Services

SC 32 - Data Management and Interchange

Document Description Languages

SC 34 - Document Description and Processing Languages

Information Interchange Media

SC 23 - Optical Disk Cartridges for Information Interchange

Multimedia and Synthesis

SC 24 - Computer Graphics and Image Processing
SC 29 - Coding of Audio, Picture, and Multimedia and Hypermedia Information
WG12 - 3D Scanning and Printing

Networking and Middleware

SC 06 - Telecommunications and Information Exchange Between Systems
SC 25 - Interconnection of Information Technology Equipment
SC 38 - Cloud Computing and Distributed Platforms

Office Equipment

SC 28 - Office Equipment

Green IT

SC 39 — Sustainability, IT and data centres

Programming Languages and Software Interfaces

SC 22 - Programming Languages, their Environments and Systems Software Interfaces

Cybersecurity

SC 27 - Information security, cybersecurity and privacy protection
SC 37 - Biometrics

Software, Processes and Systems

SC 07 - Software and System Engineering
SC 40 — IT Governance and IT Management
WG13 - Trustworthiness

Internet of Things

SC 41 — Internet of Things and Digital Twin

Artificial Intelligence

SC 42 - Artificial Intelligence

Brain-computer interfaces

SC43 - Brain-computer interfaces

Smart Cities

WG 11 - Smart City
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15of {4 ]IEC

SC 41 Structure (June 16, 2023)

Chair
Advisory Committee
Group Manager
JAG 28 with JWG 24 with JWG 3 with SyC | | JWG 17 with IEC/TC 65
IEC/TC 65 IEC/TC 57 Smart Energy AG 20 AG 21 System interface between
Terms of lloT applications in power IEC Smart Energy SLG1 Industrial SLG2 industrial facilities
reference systems management Roadmap sector Utilities and the smart grid
| | I I
| l I
Vocabulary WG 3 WG 7 Use Cases
Rapporteur loT WG 4 WG 5 WG 6 Maritime, Rapporteur
. loT loT . . . underwater loT & AG 25
F dat I
;ltmn : |rc(>jna Interoperability Applications Digital Twin and Digital Twin
AG 29 andards applications AG 31
LGC Comm and External Liaisons
Networking Collaborations
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Published Standards

(TR technical report — TS technical specification)

.m: 13%

- X - =‘.

21823-1 2020

20924 2021
loT - Vocabulary

loT interoperability -
framework

22417 TR 2017
loT use cases

29182-1 2017 SNRA
General overview and
requirements

29182-7 2015 SNRA
Interoperabiity guidelines

30140-1 2018 UWASN —
Overview and requirements

30141 2018
loT reference architectures

21823-2 2020
loT transport interoperability

30163 2021 SN-based
integrated platform for
chattel asset monitoring

29182-2 2013 SNRA
Vocabulary and terminology

20005 2013 Collaborative
information processing in
intelligent SN

30140-2 2017 UWASN —
Reference architecture

30147 2021 Integration of
loT trustworthiness in
ISO/IEC/IEEE 15288

21823-3 2021
loT semantic interoperability

30169 2022 IoT applications
for electronic label systems
(ELS)

29182-3 2014 SNRA
Reference architecture

30128 2014 Generic SN
Application Interface

30140-3 2018 UWASN —

i Entities and interfaces
views
30164 2020 21823-4 2024 AT TR 22 i el 29182-4 2013 SNRA Entity 19637 2016 30140-4 2018 UWASN —
. . o of loT and DLT/blockchain: . e
loT Edge computing loT syntactic interoperability uSe cases models SN testing framework Interoperability
30165 2021 30161-1 2020 Data 30179 2(_)23 IoT.system for 29182-5 2013 SNRA 22560_TR 2917 S_N - 30142 2020 UWASN —
. exchange platform for IoT - ecological environment o Aeronautics active air-flow Network mgt system
Real-time loT . : o Interface definitions ; :
Requirements & architecture monitoring control overview & requirements
30166 TR 2020 30161-2 2023 Data 29182-6 2014 SNRA _30101 12014 SN and i.ts 30142-2 2020 UWASN —
: exchange platform for loT — o interfaces for smart grid Network management
Industrial loT . o Applications
Transport interoperabiltiy system system u-MIB
30162 2023 Compatibility 30143 2020 UWASN —
requirements within Application profiles
industrial loT systems
30171-1 2022 B-UWAN
-Overview and requirements
Underwater acoustic
Foundational Interoperability Application Sensor network network
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SC41 Standards under development

2092.4.Ed2 : 30173 Digital twin 30194 TR Best practices 30172 TR SOy Ui
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ABOUT RSB

VISION /MISSION Founded: 2002

* To be a highly reputed party in Headquarter : Kigali

providing internationally

recognized customer-suited ORGANIZATION’S INVOLVEMENT
standardization, metrology and
conformity assessment services. e Full member of ISO and
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services

Through NQTL Offer testing services
Through NMD Provide metrology services
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Technical Committee

RSB/ TC 21: IT and Multimedia

RSB TC 21(IT and Multimedia)
1s a Technical Committee (TC),
developing the standards in the

field of Information

Communication Technology
(ICT) and Multimedia.

Standards of specifications,
requirements, and test methods
for IT infrastructure, software,
multimedia, and their
management as well as
accessories.

Popular standards :
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RS 507:2022
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* by 2030, reduce the global
P maternal mortality ratio to less
s~ M G- than 70 per 100,000 live births;

® (¥

. AN e * by 2020, halve the number of

! — global deaths and injuries from

-*' = = road traffic accidents;

@ = / " * by 2030, substantially reduce the

n» number of deaths and illnesses
i m,mi from hazardous chemicals and air,
water and soil pollution and

contamination.
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| Intersection of Health and ICT Sector

ICT contributes to health through: RSB Contribution

artificial Intelligence(Al);
internet of Things (IoT);
e-mobility;

cloud computing;
intelligent transportation;

sensor networks, system and
software engineering;

IT governance;
fiber optics;
smart health;

security, privacy, and Information
management.

RSB/TC 21 contributes to
Sustainable Development Goals
(SDGs) of the United
Nations(UN) through developing
the standards on national level.

RSB/TC 21 Contributes to the
SDG 3 “Good health and well-
being”.
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NST1 (National Strategy for transformation)
Vision 2025 NSTI1
* High Quality and * 7 Year Rwanda government programme
Standards of Life

* Developing Modern
Infrastructure and
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Standards contributing to SDGs3

ISO/IEC 27000 family Information technology — Security
techniques — Information security
management systems

RS 507: 2022 Electronic cane for people with visual
impairment — Requirements

ISO 10218 Robots and robotic devices

ISO/TR 21718 intelligent transport systems

ISO/IEC 24773 Software and systems engineering

ISO/IEC 25000 Systems and software engineering
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Benefits of IT standards to Health sector in Rwanda

* Capacity Development, HIV/AIDS and Non-Communicable Diseases,
* Disability and Social Inclusion,

* Environment and Climate Change,

* Regional Integration and International Positioning,

* Priority Area 3: Enhancing demographic dividend through ensuring access
to quality health for all,

* Accelerated industrialization for economic transformation,
* Increased usage of electronic payment systems,

* Reduced maternal mortality,

 Enhanced access to basic infrastructure for health facilities,
* Sustainable Development through Smart Cities,

* Expanding telemedicine and consultation systems,

* Enhancing consumer healthcare systems
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e ontribution of ICT standards to Health sector based on
NST1 in Rwanda

RSB

Expand medical and health services to enhance citizen’s quality of life.

» Standards provide better social security
and higher quality of lives through
enhancement of information sharing
between government institutions,

» Standards increase access to medical
information and service and provide
digitalized network for health information < |
(e-Health),

* Standards provide technology information
for an integrated health information
system

Core activities

« Standards offer a digitalized insurance
claim system to systematically manage
information for preemptive and efficient
response measures.
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Contribution of ICT standards to Health sector based on
NST1 in Rwanda

Expand medical and health services to enhance citizen’s quality of life.

» Standards ensure universal access
to affordable preventive, curative,
and rehabilitative health services
of the highest attainable quality,

e Standards empowering and
transforming communities
through improved access to health < |
information and services,

Major direction of

change and benefit

* Standards have an effective
structure, applications of
information systems for
supporting effective and efficient
delivery of healthcare services.
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Challenges in implementation of the IT standards to Health sector

* Limited budget allocated to ICT and health sector,
 Limited skilled human resources to use the standards,

* Cost of standards implementation,

* Inadequate mechanisms used in health sector,

* Gap of the awareness about ICT standards to health sector.
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Conclusion

* Rwanda through RSB has steadily made progress towards achieving the
vision set for achieving a sustainable development Goal of Good health
and well being.

* Notable 1n this effort Rwanda has been a strong and sustained emphasis on
developing the standards in information and communication technology
(ICT). Starting from dire conditions, the country has put ICT at the core of
a reform agenda geared towards reconstruction and higher levels of
development.

 However, Rwanda’s ICT challenges mainly concern structural and cultural
change. For instance, awareness for the benefits of ICT standards 1s still
not widespread, a labor force highly skilled in ICT is still not a reality.
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Digitise (and Link)

Some Historical Examples

Data and Al for Healthcare
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Personalise

2016

The internet of
patients
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2017 — Writing to bacterial DNA (and reading it back)

,E = In order to insert this information into the
' genomes of bacteria, the researchers

transferred the image and the movie onto
nucleotides (building blocks of DNA),
producing a code that related to the

individual pixels of each image.

The researchers then employed the Crispr

m B _ platform, in which two proteins are used to

= | i insert genetic code into the DNA of target

' cells - in this case, those of E.coli bacteria.
Image Reconstructed From Bacteria For the gif, sequences were delivered
frame-by-frame over five days to the

bacterial cells.

Original Image



Doing new things in new ways
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2018
Improving
embryo selection
using Al

Australia-based Healthcare artificial
intelligence (Al) company, Harrison.ai, has
upped the chance of success to 93
percent by leveraging Al trained on
NVIDIA GPUs. (Reference: Human
Reproduction, Volume 34, Issue 6, June
2019, Pages 1011-1018)

10




Artificial intelligence (Al) has solved one of
biology's grand challenges: predicting how proteins
fold from a chain of amino acids into 3D shapes
that carry out life's tasks. In 2020, organizers of a
protein-folding competition announced the
achievement by researchers at DeepMind, a U.K.-
based Al company. They say the DeepMind

method will have far-reaching effects, among them
dramatically speeding the creation of new
medications.

2020
Al predicts how
proteins fold
from a chain of
amino acids into
3D shapes




Data and Al for Healthcare

2022
NSW Health
Sepsis
Prediction

In collaboration with CEC, Western
Sydney Local Health District (WSLHD),
Sydney Health Partners, the University
of Sydney and NSW Health Pathology,

eHealth NSW developed a clinical

decision support tool (CDST) called
the Sepsis Risk Tool Dashboard that
combines a patient’s age, gender and
vitals as they are entered into the
EMR.
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Some dynamic tensions — not opposites but not always alignhed

1 0000¢

Appropriate Use Co-Design Data Considerations  Possible Harms and Governance Human Attention &
Appeals Considerations Cognition
Complex Enough to be Useful Simple Enough to be Useable
Identification of Risks Identification of Benefits Compared to Current Practices
Explainable Al Powerful non-Explainable Al
Assurance of “use of Al” Impinging on Authorising Environments
Human in the Loop Over or Under Reliance on Al
Ensuring Individual Responsibility is Clear Unduly burdening Users and Deterring Al Uptake

Data and Al for Healthcare
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Data Lens
Control Required in Data Environment

May have assumed authority to collect,

use, and Use data. May have metadata

on data provenance and quality. Data -
low PIF.

o Control

kg msgul=d
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Must have understanding of data quality
and provenance, capable analysists and
domain experts, adequate governance /
security at each stage. May have broad

1 oy
Control

authority to collect, use, and Use data.

Data - moderately sensitive / moderate
PIF.

Must have understanding of data quality
and provenance, highly skilled analysists
and domain experts, strong governance /

Madsrate
Confod

security at each stage. May have
general authority to collect, use, and Use
data. Data - high sensitivity / high PIF.

High
Control

Must have explicit purpose and
authority, high quality data and

Contral in Environment
!

metadata, expert analysists and domain
experts, strong governance / security at
each stage. Explicit restrictions on
secondary use of data and insights. Data
- very high sensitivity and very high PIF

Vary High
ool

Creata Organise Analyse Ehere
Capture Slore Use
Ciollacl

Data and Al for Healthcare Data Lifecycle Stage

Control = (proven) capability * (assessable)
governance * (verifiable) purpose

Capability includes skill in all stages of Data
Lifecycle - data analysis, data provenance,
governance, security

High Control = skilled people working in strong
governance environment with clearly authorised
purpose

No Control environment = no assessments or no
restriction on people accessing or utilising data

Requires an objective, repeatable, standardised
assessment of

« capability,
e governance,
*  purpose,

« data quality and provenance

« sensitivity of data

» degree of personal information contained
in datasets
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Al Lens 1 - Operational vs non-operational Al

Operational Al

Operational Al systems are those that have a real-world effect. The purpose is to
generate an action, either prompting a human to act, or the system acting by
itself. Operational Al systems often work in real time (or near real time) using a
live environment for their source data.

Not all operational Al systems are high risk. An example of lower risk operational
Al is the digital information boards that show the time of arrival of the next bus.

Operational Al that uses real-time data to recommend or make a decision that
adversely impacts a human will likely be considered High or Very high risk.

Non-operational Al

Non-operational Al systems do not use a live environment for their source
data. Most frequently, they produce analysis and insight from historical data.

Non-operational Al typically represents a lower level of risk. However, the risk
level needs to be carefully and consciously determined, especially where there
is a possibility that Al insights and outputs may be used to influence important
future policy positions.

Data and Al for Healthcare

Start
assessment
questions with

Start
assessment
questions with

Community benefit

Al should deliver the best
outcome for the citizen, and
key insights into decision-
making.

Fairness

Use of Al will include
safeguards to manage data
bias or data quality

risks, following best practice
and Australian Standards




Al Lens 2 - Al risk factors exist on a spectrum

The key factor that determines risk is how the Al system is used, including whether it is operational or non-operational.

Very low risk
or N/A

Low

Midrange

High

Very
high risk

-’00

Al generates insights for
non-operational human
use from non-sensitive
data

(example: analytics
package reporting on
historical non-sensitive
data)

Data and Al for Healthcare

Al generates insights or
alerts for operational human
use with minimal potential for

harm

(example: anomaly detection
software; alarm system)

Al makes operational
actions, decisions or
recommendations with no
routine human oversight with
minimal potential for harm

(example: automated door;
biometric login with
alternative login methods;
automated phone menu,
smart sign showing driver
speed)

Al generates operational
insights / decisions /
recommendations for
human to action with

some potential for harm

(example: public facing
chatbot; red light camera,
intruder alert system)

Al generates insights for

non-operational human

use analysing sensitive
data

(example: analytics
package operating on
data of vulnerable
individuals)

Al makes and implements
operational decisions
autonomously of human
input in the interests of
human safety and
wellbeing

(example: anti-lock
braking system)

Al makes and implements
operational decisions
within a specified range,
and refers exceptions for
human to review and
action

(example: loan application
system, autonomous
tram)

Al makes and implements
operational decisions
that can negatively affect
human wellbeing
autonomously of human
input
(example: autonomous
benefits eligibility reviews;
judicial custodial sentence
recommendations,
unconstrained
autonomous system, self
driving car)




1 for custom Al systems,
Pr1or projects developed using

amework before you use or deploy your Al system.
Al systems should be piloted before being scaled.

December 2021
m Version 1.0

NSW

GOVERMMENT




NSW Al Assurance Framework
Building into ICT Assurance

ICT Digital Assurance was 5ot up to address ICT delivery

issues in NSW Government
Gateway Review focus areas
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ISO/IEC/JTC1 SC42 - Developing Standards for Al

https://www.standards.org.au/getmedia/f132c97

4-1ecb-4601-884d-f1e10610fbf3/Data-Digital-
Standards-Landscape.pdf.aspx

Data and Al for Healthcare
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SC 42 is developing an Al Management System as
a pathway to certification, leveraging the work that
has been conducted under all the working groups.

5 standards are now published, and 21 standards
and projects are under development.

Including observers, currently 47 countries involved.

SC 42 work is complemented by
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Chair of JTC 1/SC 43
Brain-computer Interfaces

Brain-computer Interfaces
Standardization Facilitate Good
Health and Well-Being Worldwide

Brain-computer interfaces (BCl) technology establishes a
direct connection between external devices and the human
brain, enabling control and information exchange between
the brain and the external environment. BCl is not only the
cornerstone of next-generation human-computer interaction
and human-computer hybrid intelligence, but it is also a
crucial driver of the future scientific and technological
revolution. Currently, BCI technology is undergoing a period
of rapid technological and industrial growth. The
international standardization of brain-computer interfaces
will play a pivotal role in fostering a healthy industry
development and aligning with the United Nations'
Sustainable Development Goals. This speech provides an
overview of brain-computer interface technology and the
ongoing BCl international standardization efforts of JTC 1/SC
43. It also delves into how the establishment of BCI ethical
guidelines can contribute to the realization of UN SDG3,
promoting good health and well-being.
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ENSURE HEALTHY LIVES AND PROMOTE
WELL-BEING FOR ALL AT ALL AGES

2023 JTC 1 World Standards Day

ISO/IEC JTC 1/SC 43

Brain-computer Interfaces Standardization Facilitate Good Health
and Well-Being Worldwide

Yuntao YU, Chair of ISO/IEC JTC 1/SC 43

October 13, 2023



Content

1. Introduction
2. ISO/IEC JTC 1/SC 43

3. Ethical Guidelines

for BCI



The future has come

[ o ® Brain-computer
V., & Interfaces

« Technology Development
* Application Scenario

* Industry and Market

« Needs for Standardization




BCI technology development history

BCI technology: interdisciplinarity research that needs multiple technical supports

Standardization
Requirements

LA 2 X X 2

1999 Nat

Neurosci

human

simple motion — complex motion — advanced cognition

(medical, engineering, and information )
Hardware: chip, electrode, device Multiple hardware

Signal acquisition, processing, and feedback

Animal & clinical experimental paradigm
Ethics and safety

Utah Array Neuromorphic chip
2000 e
2002 i ) -
Science 2004 Mllcrtta w(;re % s s
Science 2006 electrode - . v
TR e S L .
) Michigan Array Flexible micro
- device
2015 2019
L Nature/ 2020-2021
ancet Nature

Neuroscience
ell/Nature

JTC?

INFORMATION TECHHOLOGY S TANDARDS

L
SUSTAINABLE
DEVELOPMENT

GOALS
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BCI has been used in many applications

Real applications urgently needs the standardization on BCI technology

e N [ )
( Motor & sensing 1 ( Parkinson’s disease, A Refractory frequent Digital medicine,
function recovery: essential tremor, urination, intractable education, learning,
epilepsy, depression, constipation, training, sleep
anxiety, etc.: refractory pain, etc.: monitoring, etc.:

arp wue urLERT

Deep Brain Stimulation (SNS)
(DBS) i

| dilecs @

94 €

_ sleep a

accuracy ;

7 Tl Responsive .

L EMG Interface ) U Neurostimulation (RNS) ) (  Stimulation(scs) | | EEG Based Devices |

Brain-controlled Neurological disease Neurological disease Healthcare &
robotic hand treatment treatment education
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BCI has already been used for rehabilitation
Use Case in China

In 2020, two Utah electrode arrays were implanted in 72-years old patient played Chinese Mahjong via BCI. 72-years old patient wrote Chinese characters via the
the cerebral cortex of China's first elderly paraplegic brain-controlled robotic hand.
patient, who was 72-years old. After the surgery, he
could drank Coke and ate food, via brain-controlled ——Use Case in China

robotic hand.
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BCI has already been used for rehabilitation
Use Case in China

=
A BER B AT — !-. 2

Intelligent prosthesis using BCI technology realizes the Intelligent upper limb could help amputees Mr. Ni was finally able to drink water, to play ping-pong,
movement control of the prosthetic hand by collecting to return a normal life and to write, to cook a warm breakfast,
and processing the surface electromyographic signals regain the sense of touch. by “using his own “hands”.

After losing his upper limbs for more than thirty years.

generated by human muscle movement.
——Use Case in China
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BCI has already been used for rehabilitation &3 /7c1[9 i
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> Hamilton Depression Scale (HAMD) suggests

HAMDIT
- | —— AN
- | MARES |

clinical healing of depressive symptoms

> Hamilton Anxiety Scale (HAMA) suggests a

symptoms

i o T2\
reduction in anxiety symptoms. i | LA e T | A
| T e il i
>  Montgomery—Asberg Depression Rating Scale
I .
. . . [
(MADRS) suggests a reduction in depressive T & 2 : 5 R E E : T 5 0§ & ;
T R a & A 8 A 2 & B
§ B @8 R R B H & & ®B E =® R

Iraie

Clinical Healing Scales Oct 11, Nov 17, Jan 13, Feb 16 , May 30 , Sept 5, Oct 12, Jan 9 , Mar 16 ,
2021 2021 2022 2022 2022 2022 2022 2023 2023

Hamilton Depression Scale
(HAMD)

Hamilton Anxiety Scale

e 16 14 11 14 10 7 8 7 7

Montgomery—Asberg

Depression Rating Scale 25 24 19 24 14 9 9 9 9
(MADRS)




The BCI industry and market in the future

Typical BCl companies and their

products that have appear in the market

-

Neuralink Chip Medtronic DBS

NeuroPace RNS g.tec EEG

<P

m
% BralnCc

NeuroSky Learner &
Study Trainer

BrainCo Headband

8
SUSTAINABLE
HEVELDPMENT

INFORBATION TECHHOLOGY S TANDARDS GCEA-LS

BCl industry chain

Chip Agent Education & Entertalnment
*il]‘l‘“u'l Syt EEDEREES
— . Psytech
Sibong ’ Medical Device
R = i o » 5
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bl = Research Device
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m Software & EEG Analysis
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‘ U.S. brain computer interface market size, by product, 2016 - 2027 (USD Million)

2018 3047 28 2018 2030 I0E 022 2023 2024 XEE 028 2027
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An Emerging Technology
Across multiple fields and disciplinaries

Computing

Biomarkers .
Communicating

Imaging

BCl

* Neuroscience

Electrodes

VidLerie
iasl Cognitive JECEE T U

Biomaterials

~ « Rehabilitation
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Bio Digital Convergence
New Capabilities & Possibilities

30

Printing fechnolo

" Brain
Computer

Interfaces

Robotics
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Biological
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BCI technology development brings out
standardization requirements

Need for Affordability = igller]
Standardization & Scalability Considerations

Promote greater
adoption, through
uniformity and

interoperability.

Global collaboration
can help drive down
the costs, making

BCI more accessible

to people.

J

Ensures that BCI
reaches those who
could benefit from it the

most

The development and
application of BCl must

adhere to the highest

ethical standards.
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Brain-computer
Interfaces

ISO/IEC JTC 1/SC 43 Officers

Chair: Ms. Yuntao Yu (CN)

|[EC Secretariat Contacts

Technical Officer: Mr. Stephen Dutnall

Standards Project Administrator: Ms. Shewaynesh Mehari

Editor: Mr. Richard Cook




- @)
IS0 LLLRL s
INFORE TION TECHHOLOGY STANDARDS Gl:‘ALS

ISO/IEC JTC 1/SC 43

Worldwide Participation

Observer Countries Participating Countries

Jentina stralia ,

Austria gelgium ,
Brazil , China ,
France , Denmark ,
Finland , India ,
Netherlands , Italy ,
Singapore , Japan ,
Slovakia , _ Korea ,
Spain. | Russia |,

United Kingdom ,

=,
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ISO/IEC JTC 1/SC 43
Working Groups

: MEVELGPRIENT
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WG1: Foundational Standards

» Develop the foundational standards for BCI, such as a vocabulary,
reference architecture;

* Align with the standing document by JTC1/AG8 (JTC 1 N16431)
meta reference architecture.

WG2: Applications

» Develop the Proposed TR: Information Technology -Brian-
computer Interfaces — Use cases;
» Develop use cases and applications for Brain-computer interfaces.

WG2 AG3: Chairs’ Advisory Group (CAG)

Applications

» Tracks the development of technologies in this field;
* Finds the standardization requirements in this field;
WG5 * Develop business plans and roadmaps.

BCl Data AG4: Liaisons & Communications
Advisory Group (LCG)

* Provide support for the liaisons and communications with other
SDOs;

» Strengthen the communications between SC43 and its liaisons
and other SDOs.

WG5: BCI Data

+ Develop BCI Data framework;
+ Develop BCI Data processing regarding collection, representation,
visualization, transmission and storage in BCI Daia-ﬁ:amewqr""" —

RS y——

« Development in the related areas. —

= e L.




ISO/IEC JTC 1/SC 43
Liaisons to Other SDOs

IEC TC62

IEC TC100

IEC TC124

IEC SyC AAL

IEC SyC COMM

ISO/IEC JTC 1/SC 6

ISO/IEC JTC 1/SC 41

ISO/IEC JTC 1/SC 42

ISO/TC 150

ISO/TC 215

Medical equipment, software, and systems

Audio, video and multimedia systems and
equipment

Wearable electronic devices and technologies

Active Assisted Living

Communication Technologies and Architectures

Telecommunications and information exchange
between systems

Internet of Things and Digital Twin

Artificial Intelligence

Implants for surgery

Health informatics

Mr Hirokazu TANAKA

Mr Jong Hong Jeon

Mr Nand Narang

Mr Yun Jae Won

Ms Erin Bournival

Jrci[lZe

HFOREA TION TECHRDILDGEY STANDARDS

Mr Kim Yan
Mr xu jian

Mr Yun Jae Won

Mr Jiangbo PU

Mr Prabhat Ranjan

Mr Nand Narang

Mr Yun Jae Won
Mr Wei Ma

Mr Kim Yan

Mr John Stassner

Ms Li Ting

Mr Azizuddin Khan

Ly !

FUSTAIMNABLE
IEVELLPSIEN

GOALS
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ISO/IEC JTC 1/SC 43 B L

Ongoing Projects

ISO/IEC 8663 ED1
Vocabulary

Technical Report
Use Cases

JTC1-SC43/72/NP
Reference Architecture

JTC1-SC43/53/NP
Data Format

O TECHROILDG DaRD G ﬂLS

Information Technology-Brain-computer Interface-Vocabulary
Project Leader: Jiangbo PU

Information Technology - Brain Computer Interfaces - Use
Cases
Project Leader: Jiahui PAN

Information Technology - Brain-computer Interfaces - Reference
Architecture
Project Leader: Nan LI

Information Technology - Brain-computer Interfaces - BCI data
format for Non-Invasive brain information collection
Project Leader: Kwanggi KIM
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Ethical Guidelines for
Brain-computer
Interfaces

ISO/IEC JTC 1/SC 43

New Proposal




Ethics Issues for BCI Application 150 [fa]iEC

INFORNATION TECHHOLOGY S TANDARDS GGALS

Risk Identification

))) Risk Assessment

Benefit Users

K

Benefit Societies

Ethical Review Informed Consent




Importance of an Ethical Standard for BCI

Protecting .

' i Ensuring Safety &
Rights & Privacy o

of BCI users Minimizing Risks

Maintaining Public Trust

* Development and Use in a responsible
and transparent manner

 Sustainable Development Goals:
Diversity and Inclusive

Avoiding
Unintended
Conseqguences

Promoting
Fairness & Equity

Addressing Ethical Dilemmas

* Informed Consent: Fully Informed
Autonomy: Fully Understood
Agency: Fully Controlled

* Privacy

Risk Benefit Ratio

1So fua]IEC

INFORMATION TECHHOLOGY S TANDARDS

L
SUSTAINABLE
DEVELOPMENT

GOALS




Ethics Pillars for BCl Research,
Development, & Use

:

=T JTC1 seretan

: MEVELGPRIENT
INFORBATION TECHHOLOGY S TANDARDS G':‘A-LS

Beneficence & Fairness (Equality)

* Individuals using BCl shall * To act in the best interest of * Individuals should be
have the right to control others and to promote treated equally, and that
their own thoughts and their well-being. they should have access to

actions, which includes the the same opportunities and

* To avoid causing physical

right to choose whether to : resources.
use the technology. and psychologlcgl harm, or - .
any other negative | * Individuals should receive
* To make informed decisions outcomes or injuries to what they deserve, based
about how it is used. individuals using BCI. on their actions and

contributions.

L




Ethics Pillars for BCl Research,
Development, & Use

R ITCIEY e

MEVELDPRIENT

INFORMATION TECHHOLOGY S TANDARDS G‘:E-A-LS

Accountability

* The right of individuals to * The responsible parties and * The development and use
control the collection, information records of BCls should contribute
storage, and use of their involved in the to the well-being of
personal and neural data. development, use, and individuals and
The protection of users' maintenance of brain- communities, while also
personal and neural data computer interfaces should minimizing negative
from unauthorized access, be recorded to ensure impacts on the
use, or disclosure traceability and auditability environment, which meets

the sustainable
development goals




Challenges
To reach the consensus across the world

Cross-Disciplinary Differences

Navigating diverse terms used byvarious disciplines
involved in BCI research, requiring extensive
collaboration and understanding to achieve a
common language

Fast-Evolving Technology

Continually updating standardized terminology
as BCI technology advances and research
findingsemerge, maintaining relevancy and
accuracy in the field

Specificity & Comprehensibility

Creating standardized terms that are both precise
and easilyunderstood by BCI professionals, striking
a balance between technical accuracy and clarity

JTCI

INFORMATION TECHHOLOGY S TANDARDS

Legal & Ethical Compliance

Acknowledging and accommodating differences in

laws & regulations across countries to create a
universally accepted standardized terminology.

Resistance to Change

Convincing stakeholders to adopt standardized
terminology, addressing concerns and
resistance to change that may arise from
familiarity with existing terminology.

Language & Cultural Variations

Developing terminology that respects diverse

cultures & backgrounds, while remaining accessible
& understandable to a wide range of professionals.

L)
FUSTAINABLE
MEVELDPRIENT

GOALS




Standardization Gaps

Existing Standards about BCI are Scatted in Different Places

* Bioethics
* Trustworthy Al

* Data Privacy: EU’s General Data Protection Regulation (GDPR)

_--_---_-__"""'-—-._

IEEE
7010-202¢

Recommended Practice for
Assessing the Impact of
Autonomous and Intelligent
Systems on Human Well-Being

--_-----_--_"-"—--_

m. S

F Oy Thc T §TaNDAROS

European Commission's & GDPR
Ethical Guidelines for

Trustworthy Al

(BCI Sections)

The ethics of brain—computer interfaces, Nature, 571, S19-S21 (2019)
Ethics in published brain-computer interface research, J Neural Eng. 2018 Feb;15(1):013001.
Ethical aspects of brain computer interfaces: a scoping review.
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Standardization Proposal

falicC

WP ORI TION TECHHOLOGY S TANDABDS

Reaching Ethical Consensus over Different Requirements

* Different Countries/Regions
 Different Types (Read or Write?)

* Different Scenarios (Education / Entertainment / ...

Providing a Basic and Unified Framework for Ethical Evaluation

e Basic Ethical Pillars and

requirements
* Autonomy
* Agency
* Beneficence
* Non-maleficence
* Fairness
* Justice
e Accountability
* Privacy

 Recommended Steps for Ethical Review and Evaluation
* Ethical Review Board/Committee (ERB)

|dentifying issues

Conducting review

Ongoing Monitor

* Annex
* Example Scales for Evaluation
* Example Informed Consent

FUSTAIMNABL
IEVELLPSIEN

GOALS
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BCIl & SDGs

Toward sustainable development goals

O [ EEel DR EE (2
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BCI for Sustainable Development
( IEC Board/TF3)

wp )
i) JTCT STy
INFORBATION TECHHOLOGY S TANDARDS G':!A-LS

G000 HEALTH
ARKD WELL-BEING

QUALTY
-W MUCARIN

HE E

BCI for All Electric Society
(IEC SMB/AhG95 )
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THANK YOU!

Any comment would be appreciated.

Yuntao YU
yuntaoyu2022@163.com



Cloud service customer businesscontinuity and resilience

Presentation to World StandardsDay
12 October 2023
Tyler Messa
USExpert to ISOINEC/JTC1/SC38




ISO/NP20996 — Cloud customer business continuity and
resilience

Full Title: Information technology — Cloud computing — Cloud service customer businesscontinuity and
resilience

Scope:Thisdocument provides guidance to cloud service customers on business continuity and resilience
when using cloud services.

Project Editor: Tyler Messa— US
JTC1Committee Assignment: ISO/IEC/JTC1/SC38/\WG5
Current Status: Out for NP ballot until 2023-12-05




Businesscontinuity and resilience explained

Businaess Continuily

A sat of proc

procedures that enable Business Resililanca

CCrmparies 1o I':.I"'i EEF FLITTreirety
busINEess dunng a cnsis

]

BEEEE s
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disruption & red
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Continuity and resilience — Requirementsfor a healthy society

eDisruption to businessoperations can have
impacts which negatively affect the health and
well-being of an entire country or region

eThisis particularly true for organizationswho

operate critical infrastructure. Examples:
e Financial services

e Healthcare

e Information technology

e Energyand utilities

o Efc.




Cloud Computing — Keepingthe world running during COVID-19

COVID-19servedas a reminder that pandemics, while infrequent, can have a significant impact on business
operations.

» Pre-COVID,managersresponsible for business continuity and resilience typically focused on scenarios
such asnatural disasters, cyberattacks, insider threats, etc.

» The pandemic brought factors suchasflexible computing power, high availability, disaster recovery,
remote workforce management, safereturn to the workplace, and businessagility into focus.

 Publiclockdownsand fear of venturing out in public created additional online traffic and digital
businesstransactions. Organizations, like e-commerce vendors, had to be able to scaleup capability to
handle exponential workload increasesin arelatively short time.




With great power there must also come— great responsibility!
Star Trek Il — Wrath of Khan

Regulators are increasingly viewing
cloud services as critical
infrastructure. Thisshift is driven by

icture, Thisst x X %
the rapid modernization of systemsand Digita]
w

the growing reliance on cloud services H

* DORA * Operational

for key functions, which hasled to
regulatory changesfocusing on

fory changesto "
besinesscontindy F , Resilience
* 4 % Act

Asorganizations continue to migrate
their workloads from on-premises|T
environments to cloud services,these
organizations must alsoinclude cloud
servicesaspart of their business
continuity, resilience and disaster
recovery plans.
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Cloud adoption and compliance outsourcing

In traditional on-premises|T environments, organizationsretain control and ownership of the entire
platform, including compliance requirements and applicable controls

However, in a cloud environment, cloud service customers have outsourced elements of their core ICT
systemsto a third party (e.g. CSPs)

Thisincludes many requirements in frameworks such as1S022301:2019




Compliance outsourcing in action: COVIDandremote work

The COVIDinducedtransition to remote work, placed greater needto controls for identity and
accessmanagementfor authenticating usersand applying appropriate permissions

ISO/IEC27001requires controls for managing accessto information, which canbe usedto
support 1ISO22301’srequirements for ensuring accessto necessaryinformation during a
disruptive incident.
» However, some management controls, such as security log monitoring and defined
processesfor responding to potential anomalies can be shared between CSPandCSC

o Asnoted previously, ISO/IEC27001and 27002 are designed for traditional on-premises IT
environments and do not specifically addressthe unique features of cloud




Cloud is a shared responsibility

. . . . 5053 bilit On-P laas Faak Saad
Cloud providers are responsible for maintaining and B e e - -
protecting the cloud platforms up to a certain gl - - - -
point. Customers,in cc?ntrast: have |e.SSVISIbI|Ity S A R
and control over securingtheir cloud infrastructure protection
and networks than they had in their on-premises Identity & access - - - -
. rmanagomesnt
environments. -
——— e | 1
Specificresponsibilities for protecting cloud level controls
platforms can change depending on deployment ST - - - -
model
el | I I
Infrastructure asa Service (laaS) - - - -
Physical security

Platform as a Service (PaaS)
Software as a Service (SaaS)

- Clowd Customer - Clowd Prowvider

Source:https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-
responsibility
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Operations are migrating to cloud while frameworks and

requirements remain on-premises

Current Standards Addressing Businesscontinuity and resilience do not address cloud specifically.

e 1S0O22301:2019and other standardsin the 223xxfamily do not provide clear guidance or requirements
with respectto controls pertaining to BCMSspecificto cloud services

o ISO/IEC27017which provides additional controls specifically for cloud services does not address business
continuity/resilience and points to controls in ISO/IEC27002which are designedfor an on-premises

environment
o ISO/IEC27031provides guidelines for ICTreadiness for business continuity, but does not specifically

address cloud services




ISO/NEC20996 Objective

ISO/IEC20996is will not introduce new cloud requirements or modify existing
standards.

ISO/IEC20996is intended to provide cloud-native guidance for how 1SO22301 and
supporting standards can be usedwithin cloud computing to demonstrate customer
businesscontinuity and resilience




Questions?

Thank you!
Pleasefeel free to reach out to me directly with any questions:
Tyler Messa

tmessa@sanluisvc.com




